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Adversarial Examples

+ =

Panda Gibbon

Explaining  And Harnessing Adversarial Examples, Goodfellow et. al., ICLR  2015 2

A lot of research, but still an open problem!

Can analyzing flatness help?



What is flatness?

Simplifying neural nets by discovering flat minima, Hochreiter and Schmidhuber, NIPS, 1995. 3

“Large region in weight space with the property 
that each weight vector from that region leads to 

similar small error“

Sharp Flat



Flatness and Generalization

Relative Flatness and Generalization, Petzka & Kamp & Adilova et.al. , Neurips, 2021. 4

Provably and Empirically shown to correlate with generalization! 



Generalization

The Loss Surface and Generalization, Petzka & Kamp & Adilova et.al. , Neurips, 2021. 5

What is generalization? 

global property local property+

ε-representativeness feature robustness

flatnessbest and worst-case
bounds

à Difference between error on the overall distribution minus the empirical distribution 



Measuring Flatness

A Modern Look at the Relationship between Sharpness and Generalization, Andriushchenko et.al. , ICML, 2023 6

Sharp

Flat

Empirical

Avg-case:

Worst-case:

Analytical

Relative flatness:

For the penultimate layer and CE-loss



Connection to adversarial robustness

Simplifying neural nets by discovering flat minima, Hochreiter and Schmidhuber, NIPS, 1995. 7

Main idea: Changes in the input

Sharp Flat

Changes in the weights

à Loss is similar; hence , similar prediction



Connection to adversarial robustness II

Simplifying neural nets by discovering flat minima, Hochreiter and Schmidhuber, NIPS, 1995. 8

Explicitly incorporate distance measure

This is a (𝜖, 𝛿)-criterion i.e. smoothes!



Empirical Evidence

Relating Adversarially Robust Generalization to Flat Minima, Stutz et. al., ICCV 2021 9

Various adversarially
 trained models

Sample weights in a 
neighborhood and eval flatness

Loss on adversarial
 examples

Adversarial robustness correlates with flatness.



Our results
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• Take model e.g. WideResnet18
• Train on CIFAR10
• Attack with an iterative attack e.g. PGD

with delta=8/255 and 10 iteration
à sufficient for ~0% Acc

• We do not stop the attack

Path adversarial image
Setup

…

𝑖 = 0

𝑖 = 1

𝑖 = 10

Evaluate flatness measure on each
adversarial distribution 𝑆!"#$

What do you expect?



Results
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The curves we got

The curves we deserved
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Bounding adversarial robustness
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The Uncanny Valley is everywhere
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… even in LLMs
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Examples of specific samplesGeneral trend



Are we running in circles?
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Same geometry in earlier layers

16



Is it actionable?

17

Detecting adversarial attacks using flatness

• Trace of the hessian

• Extract a feature vector

• Generate dataset by crafting adversarial examples (50:50)

• Train a Decision Tree on the features à How we found the uncanny valley

• Detects adversarial examples with 95% Accuracy



Intuition I
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Broad Uncanny Valley



Intuition – Broad Uncanny Valley
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Sample in the Uncanny Valley

• Generate adversarial examples
• Sample in the neighborhood using
•    chosen such that distance is limited Not exactly zero i.e. ~0.06



Intuition II
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Wormholes to big blind spots



Intuition – Wormholes
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Noise interpolation



Intuition – Wormholes
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What we want: 
1) Walk on the manifold
2) Walk to the blindspots

Idea: Compute the span and kernel of the data
Problem: Impossible to compute
                   à SVD and split according to singular values
     à Fix one point prop. to the SVs

Manifold directions Blindspot directions



Intuition – Wormholes
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Pure noise!

Any ideas?



Conlusion
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Relative flatness:
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